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BECOMING CYBER RISK SAVVY

yberattacks are a clear are typically not very secure. For servicesisthe proverbial “low-

and present danger for example, smallerlocal governments hanging fruit” for the cybercriminal.

all organizations, but may not have dedicated IT staff, much Athird and, perhaps, surprising

local governments are less dedicated cybersecurity staff. On reason is the public profile of local

particularly vulnerable. top of that, local governments often governments, which refers to

A 2020 study showed operate many disparate services, transparency requirements, open

thatlocal governments which creates alot of “surface area” data sets, public-facinginternet-

are more likely to foran attack. In other words, an enabled transactions, and more.

bethe targetsofa attacker could gain access toa city This public profile means hackers
ransomware attack than any other government's network through have an advantage in calculating
kind of organization and that 44% of information systems in public an effective strategy to penetrate a
ransomware attacks targeted local works, community development, local government’s defenses. This
governmentsin 2020, a portion similar orany other department. Second, compares to private firms that
t02019.! The trend does not seem to be local governments maintain have a greater ability to conceal
abating: 2021 saw anine-fold increase sensitive data like tax records, voter their activities from the public and,
inransomware attacks on government information, citizen and employee therefore, cybercriminals.
organizations between 2020 and 2021.2 health-related data, and employee Cyberattacks are expensive. Cities

Local governments are attractive social security information. They like Atlanta and Baltimore have made

targets for cybercriminals for a few alsoprovide essential services that headlines with the extreme costofa
reasons.’ First,local governments are can'tbeinterrupted. A soft target with cyberattack. These cities are reported
“softtargets.” This means that networks sensitive information and essential

tohave incurred over $15 million
each, including datarecovery costs
and the cost of downtime and lost
revenue.® Therisks are not limited

Local governments are more likely to tolarge governments. In 2019, the

City of Stuart, Florida, (population

€) | | bethetargets of aransomware attack | samsoywessivwitnasonsomuar
than any other kind of organization. o

The city elected not to pay and had to
incurabout 2,000 hours of staff time
................................................................................................................................................. tomanage therecovery and work-
arounds and spent a significant sum
@ WHAT IS RANSOMWARE? onreplacing/upgrading hardware
and software.® Further, a study of the
costs of cybercrime across industries

Ransomware is “a type of malicious attack where attackers encrypt an organization's data and

dgm:land paymen.t tlo restore gccgss.”“ Organizatipns fall prey tlo these typ'e.s .of cyberattacks by showed that there was barely any
clicking on a malicious web link in an unsuspecting email (phishing) or visiting an unprotected relationship between the size of the
website and unknowingly downloading and activating malware. victim organization and the size
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of theloss.® In other words, a smaller
organization does notnecessarily
translate into lower potential losses
from cybercrime.

The potential extreme consequences
of acyberattack have caused many
local governments to turn to cyber
insurance. Given the potential losses
from an attack, transferring the risk of
anattackto the insurance market could
be an attractive proposition. However,
cyberinsuranceisarelatively new type
of insurance instrument compared to
traditionalinsurances, like property
and liability insurance. Also, the cost of
apolicy or the availability can change
dramaticallyinashorttime. In fact,
as of thiswriting, many governments
have experienced rapidly increasing
premium costs. This article will help
local governments approach cyber
insuranceinarisk-savvy manner and
malke smart decisions abouthow to
investin protection againstcybercrime.

Asafirststep,let'sunderstand
three fundamental issues with cyber
insurance thatan informed consumer
must be aware of.

First,insurance isremedial, whereas
controls (cybersecurity measures) can
be preventative. For example, training
on safe computing practices can make
itlesslikely thatan employee clicks
onamalicious weblinkin an email,
thereby avoiding an attack that could
have otherwise succeeded.

Preventionis generally preferable
toremediation. Cyberattacks can have
consequences beyond whatinsurance
can cover. For example, the City of
Stuartfound thatevenifithad been
able to useinsurance to pay the ransom,
thefiles that would be “restored” by
the cybercriminal would go to one
folder, with allnew names and nofile
extensions! Insurance is notan “undo
button” for a cyberattack. There are
alsoindirect effects of a cyberattack
thatarebestavoided, such as the hitto
thereputation of alocal government.
Reputationisnotaninconsequential
intangible. Aloss of public faithin
government has consequences. A
perceived vulnerability to cybercrime
also could have consequences for
bond ratings.® This means that local

governments must be savvy in choosing
when to invest limited resources in better
cybersecurity controls versus investing in
cyber insurance.

Second, commercialinsurance, by
design,isa“bad bet” for the insured,
onaverage. Ifitweren't,insurance
companies would go broke. This is why
governments can sometimes reduce
costs by self-insuring. This does not
mean local governments should never
buycommercialinsurance. Commercial
insuranceis greatfor protecting against
catastrophic losses that government
isn't capable of absorbing. This means
local governments must be savvy in
determining when to accept the risk
(self-insure) and when to transfer risk to
commercial insurers.

Third, the market for cyberinsurance
continues to change and evolve with
thelevel of threat posed to governments
by cybercrime. The cyberinsurance
marketisrelatively underdeveloped, and
fewer actuarial models exist compared
to other kinds of insurance markets—
which have been around for decades
and maybe centuries. Hence, the market

18



for cyberinsuranceis evolving rapidly
asinsurance sellers and buyers come
tounderstand the nature of the peril
betterand the financial implications of
insuringit. As of this writing, the market
for cyberinsuranceistightening up,
with policies becoming unaffordable

or unavailable for local governments
thatdon'thave adequate controls to
prevent cyberattacks. This means

local governments must be savvy about
recognizing the evolving nature of the
cyber insurance market and not assume
that today’s coverages will be available at
comparable prices in the future.

With theseissuesin mind, how
should alocal government approach
cyberinsurance? Therestof thisarticle
will take you through a step-by-step
procedure for considering the costs
versus the benefits of cyber insurance.

Risk Mitigation vs. Risk
Transfer, or Cybersecurity
Controls vs. Cyber Insurance

We will start from the premise
thatlocalgovernment haslimited
resources, so adollar invested in cyber
insuranceisadollarnotinvestedin
controls. The advantage of controls
isthatthey canbe preventative; they
can stop the attack from doing damage
in the first place. A software patching
strategyleaves fewer vulnerabilities
for cybercriminals to exploit. Controls
can alsoreduce the potential damage
from an attackif an attack succeeds.
For example, high-quality data backups
make it easier torecover lost data.
Insuranceisalwaysremedial;itcleans
up the damage afterithashappened.
The advantage ofinsuranceisthatitcan
provide some relief from catastrophic
losses, where itisimpractical to
develop sufficient controls. Hence,
thereis a trade-off to consider. How
can this trade-off be analyzed? We will
present a four-step process:*

Step 1-Know the basics of your
cybersecurity situation

Step 2—Quantify yourrisk

Step 3—Examine the potential
ofinsurance

Step 4—Periodically reassess

STEP1

Know the basics of your
cybersecurity situation

Some local governments will have
agood handle on their existing
cybersecurity situation, but others
may not. There are three questions
toaskaspartof Step1:

What are the most important assets
you need to protect? Technology
assets with sensitive data or that
administer mission-critical functions
are the mostimportant. These may
include social security numbers,
credit card information, bankaccount
information, any kind of health data
thatmightbe protected by law (e.g.,
the U.S. Health Insurance Portability
and Accountability Act), and criminal
justice data. Examples of critical
systemsmightinclude enterprise
resource planning (ERP), taxrevenue
systems, or public health or public
safety systems.

What threats are most important?
Today, ransomware attacks are the
most prevalent threat. Other possible
threatsinclude denial of service
attacks, leaks of sensitive data, or cyber

CAN YOU ELIMINATE RISKS?

sabotage of various forms. Ransomware
attacks willlikely continue to be the top
threat because there isaclear financial
incentive for the perpetrator. Itis worth
noting that these threats can combine.
For example, aransomware attack could
lead to dataleaks.

What is the state of your controls?

State and local governments have been
challenged with finding resources to keep
up with cyber threats. Important controls
include multifactor authentication,
firewalls, encrypted data storage,
encrypted data backups, incident
response planning, training staff to avoid
phishingattacks, software patching,

and endpoint detectionresponse.**Ina
2021 survey,®respondentsindicated that
spending on cybersecurity focused on
software, hardware, backup, monitoring,
and training. Incident response was listed
as alower priority. Only 57% of responses
indicated that cybersecurity training
was done annually for all employees.

The focus areas for business continuity
inthe face of a cybersecurity attack were
data backups and recovery, operational
business plans, and ensuring manual
work-arounds in case of an outage.

There are comprehensive frameworks
for addressing cybersecurity risks, like
CIS Top 18 (perhaps the most accessible
forlocal government), COBIT, NIST, and
IS0. These are valuable for organizations
with the sophistication to use them.
However, even a basic assessment
of whether you have the controls we
described here, ornot, can be useful for
Step 1. Atthe end of Step 1, many local
governments will find that they have

One strategy in risk management is to eliminate risks by eliminating risky activities. In the world of
cyber insurance, an opportunity might be to reduce the amount of sensitive data that government
collects and stores. You might ask if collecting and storing certain types of sensitive data is

necessary and worth the exposure it brings.

* The four steps of this process are based on the “Cyber Loop” method described in: “Protecting Today. Safeguarding Tomorrow. The Cyber Loop: Managing Cyber Risk Requires a
Circular Strategy,” published by Aon in 2019. https://www.aon.com/cyber-solutions/wp-content/uploads/Aons-Cyber-Solutions_The_Cyber_Loop.pdf.

**If you are not familiar with the controls in this sentence, please see the Appendix.
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opportunities to invest more in cyber
controls. In particular, multifactor
authentication, firewalls, patching,
and training employees on safe
computing practices are potentially
valuable controls and may represent
awiseinvestmentin cyberrisk
prevention.

STEP2
Quantify your risk

Itwill be difficult, if notimpossible,
tomake a savvy decision about the
trade-offs between investingin
controls and purchasinginsurance
without quantifying therisks. “Risk”
canbedefined as the chance of the
occurrence of aloss, disaster, or other
undesirable event multiplied by the
magnitude of theloss. This definition
implies thatriskisa quantifiable
property.*

People have attempted qualitative
riskanalysesin the form of a “risk
matrix” or “heat maps,” where risks
are classified alonga scale such as
“low,” “medium,” and “high,” and
color coded according to severity.
However, research has shown that
thiskind of analysis can lead to worse

Typical Risk Matrix Often Leads to Worse Decisions About Risk

decisions!*® Areason for thisisan
“illusion of communication,” where
decision-makers falsely believe that
everyone whoispartof the decision
hasasimilarunderstanding of the
risk.!* The problem is that categories
like “low,” “medium,” and “high”
are vague and invite different
interpretations by different people.
Imagine one of your colleagues
isaninveterate sports gambler
and another has never somuch as
purchased alottery ticket. These
two people probably have very
different definitions of “low” risk.
However, ifriskis quantified, like
“we believe thereisa 10%chance of a
ransomware attack costing us more
than $100,000in the nextyear,”
thereislessroom forinterpretation.
Anotherreason thatriskmatrices
canbe counterproductiveis they
actasan “analysis placebo,"?
where decision-makers think they
understand theriskbecause they
have subjectively characterized the
riskas “high,” “low,” etc. But, because
theriskmatrixisnotbased on hard
data about the chance ofloss and the
potential magnitude of loss, decision-
malkers are overconfident about how
well they understand therisk.

Impact
>
14
Negligible Minor Moderate Significant Severe
-~
Very Likely Low Med Medium Med Hi
Likely Low Med Medium
=3
8
% Possible Low Med Medium Med Hi Med Hi
E
Unlikely Low Med Medium Med Hi
Very Unlikely Low Med Medium Medium

Thoughriskmatrices are easy
tocreate, easy to understand, and
inexpensive, if they lead to lower
quality decisions, they aren'ta good
deal. The alternative to a subjective
riskmatrixisto quantify risks.

Inthisarticle, we will not get deep
into the details of how to quantify risk.
The details of quantifyingriskare
best left to professional risk analysts.
Instead, we will show concepts that
will help you think about cyber risks
inaway thatis consistent with a
quantified approach and that will
helpyouasktheright questions of the
risk professionals who are versed in
the details of risk quantification. If
youwould like to dig deeper into risk
quantification, here are three sources
for further detail:

(3) GFOAhasbuilta sample Excel
ransomware riskmodel that uses
the same methods to quantifyrisks
thatinsurance companiesuse but
isbuilt using the open Probability
Management standard.’® This model
isnot a substitute for professional
riskanalysisand isintended only as
an educational tool for ransomware
risk. It will provide you with a basic
understanding of how therisks of
acyberattack could be quantified.
Itisnotintended to provide a
comprehensive analysis of your
cybersecurity risk. The content of
Step2inthisarticle will belargely
based on the sample model but will
notcoverall of the detailsin the
model. You cangetaccess to the
model at gfoa.org/cyber-insurance.

() Finally, GFOA has found that some
insurance companies are taking
steps to provide clients with richer
quantification of risk. They believe
thatmore informed customers will
be betterlong-term customers.
Understanding the conceptsin this
article willhelp youaskinsurance
providers for therightinformation
and make the bestuse of the
information.

*Loss also includes things that are sometimes thought of as “intangible,” like community trust, reputation, etc. These losses are also measurable, though not as easily as some other losses.

For more on this subject, see: Hubbard, D. (2014). How to measure anything: Finding the value of intangibles in business. Wiley.
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Before we start our discussion of
quantifyingrisks, we'd firstlike to
acknowledge that quantifyingrisks
is often not the normal course of
business forlocal governments. As
such, itisnatural that there mightbe
some skepticism about the potential
for quantifyingrisks. We'd like to
present three common objections to
quantification posed by the skeptic
and our response:**

Objection I: Quantifyingriskis more
appropriate forinsurance industry
analysis and isunlikely tobe
appreciated by local governments
looking for practical advice.

Answer: It is common for us to
underestimate the capabilities of
other people relative to our own.’
GFOA has presented quantified risk
information to many elected officials
and government staff and hasyet to
find one who could not atleast grasp
the essential point. As for practicality,
given that subjective methods (like
ariskmatrix) often lead to worse
decisions, we would suggest that it
isthe subjective methods thatdon't
workin practice.

0bjection 2: The cyberinsurance
marketisvolatile, so decisions based
on aquantitative model will be wrong.

Answer: Insurance companies have
been making decisions based on
quantitative methods as early as the
17th century. This does notmean

thateverydecision aninsurance
company has ever made is perfect.
Butitisunderstood within the
insurance industry thatit would be
foolish to attempt to compete without
quantitative methods.!®* The next
objectionisalsorelevant tothisissue.

Objection 3: Within cybersecurity,
there are too many complexities
changingtoo quickly tomakea
reasonably accurate assessment.

Answer: One way or the other, a
government has to decide on how
toinvestin commercialinsurance,
self-insurance, and controls for
cybersecurity. Agovernment can either
take awild guess and hope for the best
or take amore rigorous approach. No
quantitative model will be perfect,
butamodel can still be useful. To be
useful, amodel does nothave to be
perfect;itjustneeds to outperform

the alternative, which is a subjective
judgment. Because a quantitative
model forces rigor and transparencyin
how youthinkabouta question, thereis
achance thatevenanimperfect model
will outperform subjective judgment.t’

With the common objections to
quantifyingrisk addressed, the first
stepin quantifying yourriskisto
getdata on howlikely aloss from
cybercrime is and how big thatloss
might be. First, we mustrecognize
thatdefinitive datais going to be very
difficult,if notimpossible, to come by.
Butremember, amodel doesnot have to

be perfect;itjust needs to outperform
the alternative (e.g., guesswork).
Thatsaid, let's start with the chance
of asuccessful ransomware attack,
defined as multiple computersinfected
andfiles are successfully encrypted.
This means the localgovernmentis
notable to stop the attack once the
computers were infected. Our off-
the-record conversation with alocal
governmentrisk pool found that their
pool members experienced roughly
ab5%to10% chance of a successful
ransomware attack for a pool member
inagivenyear. Moving on to damages
from a successful attack, according to
the NetDiligence Cyber Claims Study:
2021 Report, the five-year average total
incident cost averaged $267,000, but
with a median of $98,000."® This tells
us thataverage is pulled upwardsbya
small number of catastrophic losses.
The data showed 10% of incidents
costmore than $638,000, and some
cost much more: millions of dollars.
Totalincidentresponse includes costs
like forensics, business interruption,
recovery,and paying the ransom (if
one is paid). Finally, we should recall
thatcyberriskisan evolving threat,
so these figures could change year to
year, perhaps significantly.
Nextistovisualize this data to
understand the implications of
your baseline level of risk. There are
many ways data could be visualized,
butwe'lluse whatis knownasa
“loss exceedance curve” (LEC). An
LEC presentsriskin the way that

|:| REAL-LIFE EXPERIENCES | RENEWING CYBER INSURANCE IN 2022 FOR LOCAL GOVERNMENTS

On the GFOA member forum, we asked people to share their experiences with renewing cyber insurance for 2022. The two quotes below capture

the experience of people who replied.

“The renewal quote has nearly doubled, and the retention amounts, particularly for ransomware incidents, have increased substantially, to the
point where an individual government would face significant (think potentially seven figure) out-of-pocket exposure to a cyber event before

any insurance coverage would kick in."

“We had cyber insurance until this past year. Upon renewal, the insurance provider needed a brand new questionnaire with far more significant
requirements, multifactor authentication, as well as a proven and regular phishing training program and other quite significant requirements.
As a result, we have been declined for this year and are working to see if we can get back onside with the requirement.”
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insurance companies think aboutit
andiscommonlyusedin different
industries todepictrisk. An LEC
canbe constructed for specific
applications (e.g., ERP), departments
(e.g., police), risks (e.g., ransomware),
or any otherrelevant perspective.
Exhibit1showsanLECfora
successful ransomware attack. The
vertical axis shows the chance ofa
given loss (or greater) occurring, and
the horizontal axis shows the loss. For
instance, thereis abouta 40%chance
of losing atleast $160,000 because an
attack was successful. Thisis because
the blue line passed through the 40%
markat about $160,000. The blue line
skims alongthe bottom of the graph
for some distance, which indicatesa
small chance of catastrophic losses.
However, the damages froma
successful attack must be considered
against the chance an attack will
succeed in the first place. Exhibit 2
showsan LEC with the chance thata
successful attack will occur factored
in.Youcansee thatthe blueline that
intersects the vertical axis hasa
much lower chance in Exhibit 2. This
isbecause a successful attackisnota
high-probability event.
Thebluelinesin Exhibits1and
2 showwhatisknown as “inherent
risk.” Thisis your baseline level of
risk, reflecting the controls you have
in place now. The analysis can show
how the curve would change if you
invested in additional controls. For
example, perhaps you could invest
inbetter data backup toreduce the

damage from a successful attack—and
in better training for employees to
guard against phishing attacks to
reduce the chance of a successful
attack. Exhibit 3 shows whata10%
reduction in the chance of a successful
attackand a 30%reduction in potential
damages would looklike via the orange
line. You can see that the orangeline
intersects the vertical axis atalower
point, which means you've lowered
your chance of experiencing damages.
Thereisalsoasubstantial gap between
the orange and bluelines all along

the curves. This gap represents the
lower potential damages from the
mitigations.

The orange line in Exhibit 3is also
known as “residual risk.” Thisis the
remaining exposure that would be left
after making optional investments
in additional controls. In the sample
riskmodel, youdetermine the size and
type of the investment, and you could
explore different options forinvesting
in controls. Making additional
investmentsin controls shiftsthe
curve downward, which means the
risk profile becomes more favorable.
There are two caveats to consider
here, though. First, controls can fail,
be poorly implemented, or otherwise
notlive up to expectations. Hence, a
good control strategy is diversified
sothat youare notdependent on any
single control. Second, residual risk
can'treach zero. Notonlyisthisa
theoretical impossibility, aslong as
the government uses information
technology, butitisalso a practical

EXHIBIT 1 | LOSS EXCEEDANCE CURVE FOR A SUCCESSFUL RANSOMWARE ATTACK

100%
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damages will 60%
be at least what
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$6.0 $8.0 $10.0

Millions

impossibility, given the limited
resources available for cybersecurity.
Hence, risksavvyisamatter of
identifying the point where you are
willing to make additional security
investments, where you will rely
oninsurance,and where you will
absorbrisk.

The quantification of your baseline
(orinherentrisk) and of the potential
toinvestin controls (or residual risk)
accomplishes two goals:

First,ithelps you evaluate the value
ofinvestingin additional controls.
For example, local governments may
find thereis a strong case to invest
innew controls such as training
on safe computing practices for
staff, multifactor authentication,
virtual private networks, and data
encryption and backup services. In
particular, thiskind of analysis can
show the value of training. Decision-
makers can see the reduction in risk
that training provides. Research
suggests thatlocal governments have
substantial opportunities to improve
their controls. One study showed that
localgovernment was amongthe
least effective sectorsin stopping
aransomware attack before data
could be encrypted. This same study
showed two sectors most successful
in stopping attacks (media, leisure,
entertainment, and distribution/
transport) were about 60% more
successful thanlocal government.*®

Ifyour controls are already
strong, the analysismighthighlight
thelimited benefit available from
additional investment. For example,
ifyouhad to spend $1million on new
controls for an average reductionin
your damages of $100,000, you might
reasonably question if thatis a good
investment! The GFOA samplerisk
model for ransomware walks you
through some return on investment
calculations for controls.

The second goal that quantification
accomplishesistosetthe stage for
makingawise decision aboutinvesting
in controls versus insurance. We'll take
thisupinmoredetailin Step 3.




STEP3

Examine the potential of insurance

First, “self-insurance” should not be
overlooked. Local governments often
setup self-insurance for all types of
risks. Thereisnoreason that self-
insurance couldn't work for cyber
riskas well. Self-insurance might be
especially importantin a tight market

for commercial insurance for two
reasons: First, toreduce the costofa
commercial policy to an affordable
amount, governments mightbe forced
toacceptahigherretention amount*
on the policy. Aretention amountis
aform of self-insurance. Second, ifa
policy is unobtainable, self-insurance
mightbe the only option left pastthe
pointwhere investmentin additional
controls ceases to be practical.

EXHIBIT 2 | LOSS EXCEEDANCE CURVE, GIVEN THE CHANCE OF ONE OR MORE

SUCCESSFUL ATTACKS IN A YEAR

6%

5%
Chance thatl %
damages will
be at least what 3%
is shown on t!we 2%
horizontal axis

1%

0%

$1.5 $2.0 $2.5

Millions

EXHIBIT 3 | LOSS EXCEEDANCE CURVE WITH THE IMPACT OF NEW CONTROLS ADDED
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EXHIBIT 4 | LOSS EXCEEDANCE CURVE WITH AN AMOUNT AVAILABLE FOR SELF-INSURANCE
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For thesereasons, Step 3
should include an analysis of self-
insurance capacity. Thisis a matter
of determining the amount of risk
you are willing to absorb via self-
insurance. Exhibit4 adds to our LECs
from Step 2 by including the amounta
government is willing to putaside for
self-insurance—$700,000in this case.
This could be derived from the number
ofliquid resources a governmenthas
available to respond to unplanned
emergencies (e.g., reserves). You could
then determine the chance thatyou
will exceed this amount and compare
thatchance to your appetite for risk. We
have indicated the chances in Exhibit
4,and the GFOA sample model shows
the chances for any self-insurance
amount you enter. Would you be
comfortable with an 8% chance (or one
intwelve years) that self-insurance
would be inadequate for the losses you
experienceinayearor, putanother
way, a 92% chance that self-insurance
would be adequate? If not, you might
need to consider commercialinsurance
if further self-insurance is impractical.

Self-insuranceis often most valuable
atapointwhere: A)investing in more
controls loses cost-effectiveness,
and B) commercialinsurance can be
made more affordable by acceptinga
higherretention. Knowing the amount
available for self-insurance is a good
place tostartin consideringtherole
of commercialinsurance.

Commercialinsurance is most
useful atthe farend of the loss
exceedance curve. There is some
unavoidableriskin operatingamodern
local government. For example, a
localgovernment could reduce a lot
of cybercrime risk by severing all of
its connections to the internet, but
that would present an unacceptable
costinlostoperational efficiency.
Thismeansthattheriskof extreme
lossesisunavoidable. The far end of
theloss exceedance curve is where the
potentiallosses are too high to absorb
via self-insurance.

* Retention is the total amount of a loss the insurance policyholder must pay out of pocket. It includes the deductible but is not limited to the deductible. For example, insurance policies
have limits on how much will be paid out. The government is retaining the risk that the cost of a cyber incident could be more than the policy limit.
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Commercial cyberinsurance can,
theoretically, cover a variety of different
losses. Exhibit 5 provides an overview
of the different coverages that could
be available.2° Make note of our use
of conditionalslike “theoretically”
and “could.” Market conditions will
determineif an insurance company
iswilling to sell you any of these
policies. In fact, GFOA spoke with one
largereinsurer that was refusing to
underwrite cyber policies.

Thatsaid, as of thiswriting, many
insurance providers are willing to
sell policies. Even so, they may place
limits on the policy (i.e., boundaries on
whatiscovered and whatis not). Smart
customers will understand these limits
and theirimplications. Let’'s examine
thelimitations that appearin cyber
insurance policiesin the next sections.

Underwriting

Underwritingis the process insurers
use todetermine therisks of insuring
your government. The underwriting
process hasintensified inrecent years.
Many insurance companies are using
specialized cyberrisk consultants to
help them assessriskmore accurately.
Underwriters are increasingly

looking for the insured to have key
security features as a prerequisite for
apolicy. Such features mightinclude
multifactor authentication, incident
response planning, encrypted data
storage, patching cadence, and endpoint
detection response.* Governments
with inadequate internal security
might have trouble getting a policy or
might faceincreased costs. Earlierin
the article, we quoted a GFOA member
who could not secure a policy due to
more intensive underwriting. Another
member reported facing a doubling of
premiumsunless they implemented
multifactoridentification.

Key questions to ask: How can you
make the bestimpression on your
underwriters to convince them you
are a good risk? Do you have cost-
effective opportunities to improve
your security controls?

* See the Appendix for definitions of these controls.

EXHIBIT 5 | CYBER COVERAGE OVERVIEW

Operational Risks

Network Business Interruption—Covers lost net income caused by a network security failure, as
well as an associated extra expense.

System Failure—Expands coverage trigger for business interruption beyond computer network
security failure to include system failure.

Dependent Business Interruption/Dependent System Failure—Coverage for lost income caused
by a network security failure of a business on which the insured is dependent, as well as an
associated extra expense.

Cyber Extortion—Coverage for expenses incurred in the investigation of a threat and any extortion
payments made to prevent or resolve the threat.

Digital Asset Restoration—Coverage for costs incurred to restore, recollect, or recreate intangible,
nonphysical assets (software or data) that are corrupted, destroyed, or deleted due to a network
security failure.

Privacy and Network Security Risk

Privacy Liability—Coverage for defense costs and damages suffered by others for failure to protect
personally identifiable or confidential third-party information.

Security Liability—Coverage for defense costs and damages suffered by others resulting from

a failure of computer security, including liability caused by theft or disclosure of confidential
information, unauthorized access, unauthorized use, denial of service attack, or transmission of a
computer virus.

Privacy Regulatory Fines and Penalties—Liability coverage for defense costs for proceedings
brought by a governmental agency in connection with a failure to protect private information and/or
a failure of network security pursuant to applicable laws or regulations.

Media Liability—Coverage for defense costs and damages suffered by others for content-based
injuries such as libel, slander, defamation, copyright infringement, trademark infringement, or
invasion of privacy.

PCI Fines and Penalties—Coverage for a monetary assessment from a payment card association
(e.g., MasterCard, Visa, American Express) or bank processing payment card transactions (i.e., an
“acquiring bank”) in connection with an insured’s noncompliance with PCI Security Standards.

Breach Event Expenses—Reimbursement coverage costs to respond to a data privacy or security
incident. Covered expenses include certain computer forensic expenses, legal expenses, costs for a
public relations firm and related advertising to restore your reputation, consumer notification, call
centers, and consumer credit monitoring services.

Cybercrime Insurance Coverage

Social Engineering Coverage—Coverage for direct financial loss as a result of fraudulent
instructions provided by a third party that is intended to mislead an insured through the
misrepresentation of a material fact.

Funds Transfer Fraud—Coverage for direct financial loss as a result of fraudulent instructions
provided to a financial institution that authorize the transfer of the insured's funds by a third party
impersonating an insured.

Computer Fraud—Coverage for direct financial loss sustained resulting from the unauthorized
seizure of funds from their computer network by a rogue employee or malicious third party.

Miscellaneous Cyber Insurance Coverages

Reputational Income Loss—Coverage for lost net income caused by bad publicity resulting from a
security event.
Bricking Coverage—Coverage to replace hardware rendered inoperable due to a security breach.

Claims Avoidance Coverage—Coverage for expenses incurred as a result of the insured’s
reasonable investigation of a potentially covered claim.

Reward Payment Coverage—Coverage of payment for information that leads to the conviction of
any individual committing or attempting to commit an illegal act relating to a security event.

Betterment Coverage—Coverage for expenses incurred to update, restore, or improve computer
systems to a level beyond that which existed before a security event.

Overview of Coverages Provided Courtesy of Aon
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Payout Limits and Sublimits

Apolicylimitisamaximum amount

a policy will pay out. Sublimits

are atraditional part of insurance
policies. Sublimits are alimit on the
reimbursable loss for a particular type
ofriskthatislessthanthe totallimiton
the entire policy. The savvy customer
willreview all policy language and
make note of any sublimits. Sometimes
sublimits are clear on the declarations
page of the policy; but other times
youwill need toreview the policy
definitions and endorsements to find
sublimits. Sublimits are important
because youmay find that you have
less coverage for a particular type of
riskthan thelimit on the entire policy
mighthaveled you tobelieve.

Common sublimits include:

@ Ransomware—Limiting the
total coverage available for a
ransomware attack versus the total
limit for all cybercrimes.

() System failure—Limitingthe
coverage for acascading system
failure, where a failurein one
systemleads to failuresin other
integrated systems. For example,
staff may not be reimbursed
for personal devices that were
damaged as aresult of connecting
toaninfected network at work.

() Bricking—Limiting the
reimbursement for replacing
hardware thatisrendered unusable
by acyberattack. For example,
the company may cover “hard
bricks,” where the device ismade
inoperable, butnot a “soft” bricked
device, where part of the device
may be operable or repaired.

Key questions to ask: What are the
sublimits in your policy? Do these
sublimits change your understanding
of thelevel of coverage you have?
Whatimplications does that have for
your investmentin cyberinsurance
(commercial or self-insurance) versus
cyber controls?

Retentions

Retentionsare another traditional part
of aninsurance policy. Retention is
theriskthatisretained by the insured
or, put another way, the amount of
damages the insured will have to pay
out of pocket outside of whatis covered
byinsurance. Lowerretentions are
notnecessarily better because a
policy with lower retention will cost
more. Higher retention could be away
toreduce the cost of the policyif the
government can self-insure for the
larger retention. Note that “retention”
commonly refers to policy deductibles
butdoes encompass otherretailed
risks. For example, ifa policy has alow
limit, then theriskthatanincident
will cost more than the limit would
alsoberetained by the government.*
Anotherissueis “single highest
retention.” Exhibit 6 shows a
hypothetical cyber insurance plan
with five policies. An attack happens
and triggers three of the policies. The

single highestretention looks across all
three policies and selects the highest
retention (deductible) as the amount
theinsured pays. The multiple retention
policy sumsup all of the retentions.
Though a multiple retention policy
would likely be less expensive, asingle
retention policy might be preferable
because it will be easier for the insured
to estimate theretention cost of a given
attack.In Exhibit 6, the insured need
onlylookacross theretentions of all
five policies, find the minimum and

the maximum, and thatisthe range of
possibleretentions for a given attack
under a single retention policy. Fora
multiple retention policy, the rangeis
the smallest single retention to the sum
ofalltheretentionsin the policy. The
latter would be more difficult to plan for.

Key questions to ask: What balance
between retention (self-insurance) and
policy price (commercial insurance)

is best for you? Is your policy single
highestretention?

EXHIBIT 6 | SINGLE RETENTION VS. MULTIPLE RETENTIONS

Retention

Security liability
Regulatory liability

PCI (payment card industry)

Breach response

Business interruption

$500,000
$500,000
$500,000
$750,000
$500,000

Attack happens and triggers these policies:

PCl (payment card industry)

Breach response

Business interruption

If you had Single Highest Retention: 4—L’ If you had Multiple Retentions:

PCI (payment card industry) $500,000

Breach response $750,000
Business interruption $500,000
You pay max of the $750,000

group above

PCI (payment card industry)  $500,000

Breach response $750,000
Business interruption $500,000
You pay sum of the $1.750,000

group above

*Other examples of retained risk include 100% self-insurance strategies that are apart from a commercial policy or risks that a government chooses not to insure at all (self or commercial).
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Panel Requirements

Next, itiscritically important to know
the requirements to secure assistance
from a preapproved cybersecurity
contractorin the event of a breach.
Thelist of preapproved contractorsis
known as a “panel” and may include
all aspects of support for a breach (e.g.,
legal counsel, technology support,
etc.). Thisis similar to personal
automobile insurance, where, in

the event of an accident, the insurer
requirestheinsured tousean
approved auto repair shop. With cyber
insurance, if you use a cybersecurity
contractor thatisnoton theinsurer’s
list of approved providers (known as
going “off panel”), then youmay lose
all coverage for abreach response.
Some insurers provide options on
which contractors you may use (or may
require you to use a single contractox),
butitisimportant to know the
requirements and your options atthe
startof the policy period. Finally, we
should note that panel requirements
arenotnecessarily abad thing. For
example, paying aransom might
require payingin cryptocurrency. An
experienced consultant, like would be
found “on panel,” will be able to secure
therightkind of cryptocurrency faster
thanagovernment.

Key questions to ask: What obligations
do youhave touse a specified security
contractor to help respond to a breach?
What options do you have to select
between contractors?

Exclusions

Insurance exclusions are policy
provisions thatwaive coverage for
certainrisks orloss events. Smart
customers understand the exclusions;
otherwise, their policy may not
provide coverage for risks thatthe
customer assumed would be covered.
According to one cybersecurity expert
we spoke with, in almost every cyber
insurance event they've been involved
with, the insured did not take the

time to understand the exclusions, to
their greatdetriment. An example ofa

common exclusion for cyber policies is
civilandlegalliabilities for breach of
personal data.

Ransomwareisthe leading type of
cyber threatforlocal governments,
solet'sexamine some of the germane
exclusions tothattype of policy. In the
previous section, we discussed what
are known as “panelrequirements,”
or therequirement that the insured
use only preapproved cybersecurity
contractorstorespond to a breach.
Going “off panel”is a form of exclusion,
where using an unapproved contractor
could resultin an exclusion from
coverage.

Anevolvingissueisfederal
government policy on responding
toransomware attacks.* From
the perspective of anindividual
organization thatisthe victim ofan
attack, thelogical responseis for the
insurer and the customer to figure
outifitisbetter topaytheransom or
pay the cost torecover the affected
systems without access to the
ransomed data. However, this presents
acollective action problem: When
any single victim paysaransom, it
encourages cybercriminals to launch
more attacks. Therefore, federallaw
enforcement officially discourages
ransom payments and has outlawed
paymentsin some cases.?* An
insurance policy would exclude
coverage for ransom payments when
making the payment would violate
federal policy. State governments
could join the federal governmentin
creating an exclusion. In April 2022,
North Carolina became the first state
inthe U.S. to prohibit state agencies
andlocal governments from paying
ransoms.?? Another sticky areais
exclusions of “acts of war.” Damages
from acts of war are excluded from
many types of insurance policies,
notjustcyber. Thereasonisthatan
actof war would presumably result
inwidespread destruction, and an
insurance company could not afford to
cover large losses occurring to many
customers simultaneously. In some
cases, cyberattacks are perpetrated
by common cybercriminals, but

many cybersecurity experts consider
state-sponsored cyberattacks to be
asignificantrisk. For example, itis
thought that North Korea sponsors
ransomware attacks toraise money
for the North Koreanregime. As of
this writing, Russian cyberattacks
are thought tobe ariskfromthe

war in Ukraine. If a state-sponsored
cyberattackis considered tobe an
“actofwar,” itmight be excluded. That
said, itis often difficult to attribute a
cyberattack to a particular attacker,
much less to determine if the attacker
is state sponsored. Nevertheless, a
customer should recognize that state-
sponsored cyberattacks are areal
threatand policy exclusions could
complicate receiving coverage from
state-sponsored attacks.

Lastly, an exclusion with broader
implications than justransomware is
ifthe insurance policy lists specific
types of hardware, data, or other IT
assetsthatare excluded from the
policy. For example, the cost toreplace
“bricked” computers (i.e., computers
thatarerendered uselessbya
cyberattack) may be excluded from
apolicy. Similarly, cyber insurance
policies generally don't cover
bodily injury and property damage.
Examples mightinclude modems and
connectivity devices for internet-
enabled physical assets or damage to
water or sewer control systems from a
cyber sabotage attack. Also note that
property damage insurance policies
may have broad cyber exclusions,
thusleaving the insured with no
coverage under any policy.

Key questions to ask: What exclusions
does the policy contain? What are the
exclusions specific to ransomware
attacks? What are the exclusions

for particular types of IT assets you
mightown?

Definitions

The customer should be familiar
with key provisions within the
definitions of the policy. First,
we'll reiterate the importance of
understanding the requirements to
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Insurance is not intended to protect
against “average” conditions; it is
intended to protect against extreme
conditions. Therefore, the cost-benefit
analysis must examine the value of

insurance at the extremes.

use certain preapproved cybersecurity
contractors in the event of a breach
(the panelrequirements).

Next, be aware of provisions on
when the insurance provider must
be notified of claims and how that
relates to your knowledge of when
aninsurable event hashappened.
For example, if malicious software
infiltrated your network two months
agobutyoujustfind outaboutit today,
then you canonlyreportit today.
Know how your policy would cover
that situation. If your policy went into
effectlast week, would you be covered?

Be aware of definitions around
internal security control standards
that you arerequired to maintain
asacondition of the policy. Earlier,
we described how the underwriting
process hasintensified. Insurance
companies are expecting customers
tohave more robust internal security
in place as a prerequisite for the
policy. Unsurprisingly, the insurance
company will also expect the insured
tomaintain those standards over
thelife of the policy. The definitions
are important for making sure the
customer understands and can meet
therequirements. For example, does
the policy require that the customer
remain current with software
updates? Many local governments
arenotinthe habitof applying new

patchesimmediately because of the
riskthata patch breaks important
operational functions of the software—
or because an update might disrupt
theintegration of software that needs
toremain compatible. Hence, it would
beimportant to know what “remain
current with updates” means. Gapsin
maintaining the standards also arise
from renegotiating software contracts,
changesin key personnel, and broken
equipment.

Key questions to ask: Do you
understand important definitionsin
your policy, such asrequirements
touse specified cybersecurity
contractors whenrespondingtoa
breach, notice of claims, and
security standards?

Thebottom line from the limits we
justreviewedisthatifthereisa
cyberattack that your policy addresses,
thereisanontrivial chance that you
might notrecover as much from your
insurance policy as youmight have
expected if youdidn't understand
thelimits. The savvy customer
understands thisriskand weighsit
when deciding where and when to
investininsurance versus controls.
We'll cover one other potential
pitfall of insurance purchasing thatis
primarily a function of the customer’s
psychology and purchasing behavior.

Thatpitfallisbuyinga policy thatis
overly focused on anarrowly defined
risk. Generally, the more focused a
policy is on a specificrisk, the less
beneficialitis for theinsured. This
isbecause theinsuredisinsuring
againstalower probability event (the
narrowly defined risk) rather than the
higher probability event (the broadly
defined risk).

Insurance customers can fall
into this trap due to whatis called
“recency bias.” This meansthatrecent
events cause us to overestimate how
likely a similar eventis to happenin
the future. A good example is flood
insurance. Right after a flood happens,
more people obtain flood insurance.
Years later, many of those people have
letthe coverage lapse, though the
underlyingriskof floodingis the same.
Inthe cyber world, alocal government
might experience a certain kind of
cyberattack and then buy a policy to
cover similar types of attacksin the
future. The government would realize
lower premiums by buying a specific
policy. However, the likelihood that
thelocal government will experience
some kind of cyberattackin the future
is greater than thelikelihood that the
government will experience an attack
similar to the oneitexperiencedin
the past. Also, in arapidly changing
market, anarrow breadth of coverage
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could be dangerous because the nature
of the threatsisrapidly evolving. This
means local governments should make
sure that pastfirst-hand experiences
with cyberattacks or stories from peer
governments aren’t being overweighted
in the design and selection of insurance
policies to protect against future and
evolvingrisks. If the cost of a broader
policyis prohibitive, itmight be wise
toconsiderif the moneyisbetter

spent on preventative controls.

Key questions to ask: Are past (and
painful) experiences with cyberattacks
clouding your judgmentin preparing

for futurerisks?Is your cyberinsurance
policy too narrow and not providing
adequate coverage for evolving threats?
If abroader policyis cost-prohibitive,
might you be better offinvestingin
preventative cybersecurity?

The end of Step 3is to ask: What
prices/offers can you get from
different providers? The marketis
rapidly changing. Working with a
good insurance broker isimportant.
Be sure to compare providers on:

() Claims payment history: Do
customers get the coverage they
thought they were buying? As
we saw, limitations can cause
customers torecover less than
they thought they bargained for.

@ Pre-breach offerings: Canthe
insurer offer useful advice for
strengthening your preventative
posture?

() Flexibility on vendor utilization:
Does theinsurer offer areasonable
number of options on contractors to
supportyouin the event of a breach?

@ Experience in the public sector:
Doestheinsurerunderstand the
risks that characterize the public
sector?

Also, as with mostifnotall forms of
insurance, there may be significant
benefits available from pooling risk
with otherlocal governments, either
as part of self-insurance pools or joint
purchasing of commercial insurance.
For example, the Municipal Excess
Liability (MEL) Joint Insurance
Fund of New Jersey has provided
its members with cyberinsurance
coverage since 2013.%

The quantification of riskwe
discussed earlier can be extended to
include commercialinsurance policies.
The cost-benefit of the policy could be
weighed based on the retention and
thelimit of the policy. Animportant
nuance, though, is that “on average,”
aninsurance policy will be a financial
loser for the insured; otherwise,
insurance companies would go out of
business. However, insurance is not
intended to protect against “average”
conditions;itisintended to protect
againstextreme conditions. Therefore,
the cost-benefit analysis must examine
the value of insurance at the extremes.
The GFOA sample ransomware risk
model walks you through how you
could quantitatively analyze the value
ofinsurance under extreme conditions.

@ CIS18 Critical Security controls: cisecurity.org/controls

@ Cyber Resilience and Financial Organizations: A Capacity-building Tool Box:
carnegieendowment.org/specialprojects/fincyber/guides

@ FS-ISAC Cybersecurity Resources: fsisac.com/resources

@© CIS Critical Security Controls: cisecurity.org/controls/v8

STEP4
Periodically reassess

Because cybersecurity threats are
constantly evolving, a government'’s
posture toward those threats mustevolve
aswell. Areassessmentis critical aftera
cybersecurity event but should be done
regularly evenifnoevents have occurred to
give you abetter chance of your good fortune
continuing. The Step 4 reassessment can
askmany of the same questions we asked
in Step 1. The objective is tofind outif there
are new vulnerabilities perhaps due to:

@ Evolving methods of attack used by
cybercriminals.

() Changed ornew technologies,
operations, etc., thatincrease or change
the attack “surface area” presented by
thelocal government to cybercriminals.

Thereassessment can also look for
opportunities to improve controls as

new technologies and methods become
available. There may be an opportunity
toimprove thelocal government’s
preventative security posture and reduce
reliance oninsurance.

Conclusion

Cybercrimeisan evolving threattolocal
government. Savvyriskmanagement
requires making smartuse of strategies to
manage thatrisk, including reducingrisk
byimplementing cybersecurity controls,
absorbing risk with self-insurance, and
transferringrisk to the insurance market by
purchasing a commercial insurance policy.
Local governments can accomplish this by:

1. Knowingthe basics of your
cybersecurity situation.

2. Quantifyingyourrisk.
3. Examiningthe potential forinsurance.

4. Periodicallyreassessing your situation

Shayne Kavanagh is the senior manager of
research for GFOA's Research and Consulting
Center. Rob Roque is the technology services
manager in GFOA's Research and Consulting
Center. Teri Takai is the executive director of
the Center for Digital Government.
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Appendix | Definitions of Key Cybersecurity Controls

Multifactor Authentication (MFA)—A
multilayered approach to security where a
second step of authentication is required to
complete a transaction. An example of MFA
is entering a username and password to
log into email as a first step. But a second
step of receiving a code to your registered
cell phone is required and entered to
access the email. The user must enter the
code; otherwise, the user cannot access
email even if the user entered the correct
username and password. MFA is used to
prove the user is legitimate.

Incident Response Planning—
Development of a plan based on a risk
portfolio of potential cyber events. Each type
of risk is typically assigned a priority, and

a mitigation strategy is developed for each
incident. Service level agreements may be
applied to outsourced technology services
as part of the incident response plan.

Patching Cadence—An established
frequency for applying patches or fixes to
software and other applicable technologies.
The cadence should be considered from
two perspectives. A vendor may establish

a cadence for normal fixes and bugs. In
these cases, the customer (the second
perspective) takes into consideration the
cadence to apply the fixes. For example, the
vendor may release a patch each month.
The customer may choose to apply the
patches each quarter to ease testing efforts.
The strategy should be defined and included
in a risk mitigation strategy.

Endpoint Detection and Response
(EDR)—A process of monitoring endpoints
of technologies (e.g., devices, nodes) for
suspicious activities and, in most cases,
removing the risk automatically. Antivirus
software can be considered a simple EDR
tool since it is designed to actively monitor

a device and remove issues that fit within
certain risk categories. Advanced EDRs
are constantly learning, analyzing, and
communicating to develop mitigation
strategies to respond to evolving cyber
threats.

Firewall—A combination of devices and
software that separate internal networks
from external networks (i.e,, the internet).
Firewalls are configured to guard against
intrusions and other unauthorized network
traffic via device ports and other hardware,
software, or telecommunication means.

Training—Almost all cyber incidents start
at a system’s weakest link—the user.

Users should be trained on how to identify
suspicious emails, conduct good password
practices, use multifactor authentication,
and other general safe computing
practices.

Data Backups—This is the practice

of backing up enterprise data in a

safe means according to a backup
methodology. The approach is typically
based on a risk mitigation strategy that
defines the type of data to be protected,
the frequency of the backups, the physical
requirements to back up the data, and the
disaster recovery response requirements.

Encrypted Storage—Storing datain a
format that cannot be read without a key
and code interpreter. If this data is stolen,
it cannot be read by the criminal and is
useless—unless the criminal has access
to the key and code interpreter. Encrypted
storage is not commonly used since it can
slow down computing resources during
the encryption and reading process. It can
also be expensive to encrypt the data and
store it. Some organizations will select
the type of data that is encrypted to avoid
latency and minimize costs. E
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